ZOOM SECURITY GUIDE – HOW TO PREVENT AND MINIMIZE DISRUPTIONS TO YOUR MEETING (v5.2 – April-02-20)
DESIGNED WITH PLAIN LANGUAGE CLARITY FOR THE NON-TECHIES AMONG US WHO WANT THEIR ZOOM MEETINGS TO BE AS SAFE AS POSSIBLE FROM DISRUPTIONS (ALSO KNOWN AS “ZOOM BOMBING”). 
[bookmark: _GoBack]
NEW FROM VERSION 5 (A FAST TRACK FEATURE): IF YOU JUST WANT THE EASY TO FOLLOW INSTRUCTIONS ON HOW TO SECURE YOUR ZOOM ACCOUNT AND DON’T WANT THE DETAILS, THEN YOU CAN FAST TRACK THROUGH IT BY JUST READING AND FOLLOWING ONLY THE --BOLDED-- TEXT OF THIS GUIDE. IF YOU ALSO WANT THE DETAILS THEN READ EVERYTHING INCLUDING THE UNBOLDED “FINE PRINT”.
NOTES:
“Zoom Bombing” is a slang term that describes a meeting being invaded by disruptive people who are taking advantage of lax or default Zoom security settings and flooding the meetings with obscene and annoying rhetoric. In this document, I am going to try to avoid using ANY slang terms for maximum clarity. That is my goal, anyway.
Feel free to contact me, Thom R at thomr021092@gmail.com if you wish to contribute, if you have any questions or if you have any other concerns. Even constructive criticism is appreciated! Please, BOOKMARK THIS GOOGLE DOC URL as it will always contain the latest version. I highly recommend sharing the link and not the text. This is a very fast moving and fluid situation and it’s important to always have the latest version of this document out there when possible. Of course, if you need to copy and paste the text for your purposes, do it. I just don’t recommend it unless you are willing to also copy and paste the updates, as well. Your choice.
INTRODUCTION:
HELLO! So your Zoom meeting got attacked or flooded with obnoxious (or worse) people, or you’ve been in attendance at a meeting that has. Well, don’t fret, help is at hand! The first thing to understand is that there is no need to panic. I know with good authority that Zoom is working on this problem and more default “out of the box” changes with new common sense features to help bring more relief to this situation, as well. But in the meantime, what can we do about keeping disruptive people out of our Zoom meetings while still remaining public facing and allowing the scared newcomers etcetera to find us? Well, it turns out that we can do a lot about it. Please, sit back with that cup of coffee and keep reading.
You might wonder, who is this Thom R guy? Well, I’m someone who has been in recovery in two programs, one for 32 years, one for 28 years, but who also happens to have been a computer security/IT/systems and network administrator/programmer/you get the idea for over 30 years. I am someone who desperately wants to help you NOT have to hide your Zoom meeting from the world if you don’t want to. I want to help you remain public yet safe from the disruptive invaders that have been starting to show up across the platform recently.
I am more than confident that this guide can curb any xenophobia and fears about having your meetings invaded by taking away their ability to do so. In fact, this guide is already battle tested at meetings around the world with spectacular results! 
Try not to take these attacks personally, please. To those in recovery programs, know that these disruptors are not targeting your recovery meetings specifically. They are attacking the Zoom platform itself-- they are attacking the Zoom accounts that do not have their security properly configured. To do this, they use certain tools to find active Zoom meetings at random that aren’t secure, and they target them. This guide works against them. 
So, these attackers don’t seem to care who they attack, they just enjoy breaking up Zoom meetings. In fact, they are actually competing and sharing videos of their exploits with each other, in a twisted form of competition, trying to “one-up” the disruptions caused by each other, for bragging rights. Therefore, anyone with a Zoom account that isn’t set up correctly is vulnerable to these attacks. 
But here’s the good news, with proper configuration, ZOOM IS FIXABLE AND I will show you exactly how to fix it.
Now then, for those who have chosen to read the conversational, non-bold version, some background for you:
Let’s define the problem first. The entire problem is rooted in  the fact that a brand new Zoom account is set by default with the security and sharing settings mostly wide open. All features that can be used for attack are pretty much turned on by default, instead of being turned off like they should be. Frankly, it’s beyond reckless but I think I know at least one reason why they made it this way. They probably did this for the convenience and ease of use for their new users, to make it easy to just jump in and use all of the features. I don’t think that they were planning on it becoming this popular this fast, to be honest. So, while it may be convenient for those trying to quickly start Zoom meeting(s), it also leaves the Zoom platform itself wide open to shenanigans, by default. Other platforms are pretty much just as bad right now. Nobody expected what we are going through as a planet right now. I don’t think that anyone could have seen this explosive growth of these platforms happening this quickly and under this much duress.
Now, the solution, in summary: Zoom simply needs to be properly configured so that disruptive people just rush in and disrupt the meetings. That is the core of the problem. The tools that they are using allow them to run multiple accounts AT ONCE. A zoom account not properly configured is helpless against this. You just cannot catch and boot them out fast enough-- and even then, Zoom, by default is set to LET THEM RIGHT BACK IN.
I’ll say it as clearly as I possibly can. Zoom’s settings, by default, are hopeless. But we can fix this!
In making this guide, I thought hard about keeping the flow and exchange of information as flexible as possible, as comfortably as possible, while still giving the hosts and co-hosts the level of control that ONLY THEY need to keep the live meeting from being overrun and out-of-control disrupted. You might still BE disrupted from time to time, yes, after all this is the internet. But now, you will be able to at least manage it. 
This guide will help you configure your Zoom account in the best way currently possible so that you can have safe, fun meetings. 
So let’s begin.
The ZOOM CONFIGURATION GUIDE:
Just follow these suggestions and you will not be able to be flooded with disruptions anymore. You still may have annoying users from time to time just like in a physical meeting, but they will be much easier to deal with, you’ll see. We’re going to greatly reduce the ways that disruptors can attack your Zoom meeting. We’re going to configure your Zoom account the way I believe that it should have been configured by Zoom to start with.
Simply log in to your Zoom account with a web browser, choose your personal settings on the left, follow along, find the matching settings I describe (I deliberately skip settings that don’t matter for security) and then change that item to my suggested setting-- if it is different.
(PLANNED FEATURE UPGRADE WHERE THE SETTINGS WILL BE IN THE SAME ORDER AS THE ZOOM USER INTERFACE WILL BE COMPLETED AS SOON AS I CAN GET TO IT. Just please know that this is coming and that I know it will help accessibility even more which is a high priority for me).
1) Change the SCREEN SHARING setting to “HOST ONLY”. NO non-hosts should EVER be allowed to screen share for any reason ever. 
2) disable/TURN OFF-- the JOIN BEFORE HOST setting. (This prevents people from joining the group before a host logs in. You’ll see why this is important later, when we discuss the “Waiting Room” feature.)
3) enable/TURN ON-- the CO-HOST feature. (Ideally, you’re going to need one or more co-hosts to perform various functions with these settings. Co-hosts are chosen by the host on a per meeting basis, they have the same privileges as the host and can help you run your meeting, help moderate it, mute and unmute people who are reading or sharing and more -- and best of all, their status resets back to “participant” once the meeting is over. Very nice.
4) HOSTS AND CO-HOSTS SHOULD NOT BE ON A MOBILE DEVICE. USE A DESKTOP OR LAPTOP MACHINE FOR HOST DUTIES. And no, not a Chromebook either. A lot of them don’t even have microphones. The reason for this is that Zoom simply doesn’t have the same features on mobile devices. Full access to the features currently requires a full PC or Mac computer. Oh and use a mouse. You want to be able to move fast.
Co-Hosts are key, rely on them. They can watch the Waiting Room. They can, once acclimated to the zoom interface for their device, quickly act so that the host and/or chair can run the meeting.
If you don’t have enough co-hosts, try to get some. They can greatly help the host and can share the burden.
5) disable/TURN OFF-- FILE TRANSFER so that there can be NO WAY for pictures, videos or anything else to be uploaded ever to your meeting, either in chat or via screen sharing. (It’s just too great of a security risk. It’s better to host files you wish to distribute somewhere else (like Google Docs like I am doing) and then post the URL to THAT in chat or whatever. An example of how file sharing is being exploited: what if someone made a PDF file full of vile photos racist language or whatever and named it “Virtual Meeting Guide List.pdf” and uploaded it? Yeah, not good. So please, until Zoom implements a way for hosts to verify a file before rejecting it or allowing it through, just please, TURN IT OFF.) 
6) disable/TURN OFF-- ALLOW REMOVED PARTICIPANTS TO REJOIN (This will prevent users who were removed from the meeting to just clear their cookies, change their IP real quick, change their name, etcetera and then log right come back in. Turning this feature OFF  is critically important. Do not allow disruptors to rejoin because they will. And they’ll be mad at you for kicking them out.
7) In the RECORDING sub tab in account settings, turn OFF all recording functions, every last one of them (for recovery meetings especially, you most likely don’t want to be recording it anyway, right? For groups that do wish to record their speaker or whatever, there are other ways to do that, of course, so please, never leave these settings on, ALWAYS turn them off). 
a. disable/TURN OFF-- LOCAL RECORDING
b. disable/TURN OFF-- CLOUD RECORDING
c. disable/TURN OFF-- AUTOMATIC RECORDING
8) In the TELEPHONE sub tab in account settings, change the following:
a. enable/TURN ON-- MASK PHONE NUMBER IN PARTICIPANT LIST (ENABLING this setting  puts a few as**risks into a phone number to help protect phone users’ privacy and that’s a good thing).
9) In the MEETING sub tab in settings, change the following:
a. enable/TURN ON-- REQUIRE ENCRYPTION FOR THIRD PARTY ENDPOINTS (This one is HUGELY important. If you do not enable this, then traffic to and from your meeting can be “sniffed” by the troublemakers. Yes, even your meeting password, I have been told)
b. disable/TURN OFF-- FEEDBACK TO ZOOM (No point in leaving this on)
c. disable/TURN OFF-- SCREEN SHARING (This is SO IMPORTANT, double check that it is off, it needs to be off off off. But Host only IS okay, just no participants).
d. disable/TURN OFF-- DESKTOP SCREEN SHARE FOR USERS (They attack with this if left on so disable it. This is what lets them write and draw things on screen shares).
e. disable/TURN OFF-- REMOTE CONTROL (For obvious reasons)
10) disable/TURN OFF NO REALLY TURN THIS OFF NOW-- VIRTUAL BACKGROUND! I can’t stress this enough. YES it’s fun but YES the disrupters ARE now making pornographic backgrounds and such. Do yourself a favor and turn it off and leave it off, please. You’ll thank me later. (Example: It’s been reported that they will often enter a meeting and act normal until after the meeting starts and then will turn on an offensive virtual background).
11) It’s VERY IMPORTANT that only hosts and co-hosts control the muting or unmuting of people. If you let participants do it themselves… they will. Of course, the disruptive people will keep unmuting themselves if you let them. So, don’t. Hosts can control this setting from within Zoom, while the meeting is going on. 
Also:
a. enable/TURN ON-- MUTE ON JOIN (This prevents people from coming in and being immediately disruptive. During the “meeting before the meeting” and “meeting after the meeting” have a co-host with the “greeter and de-greeter” commitments just tap on “unmute all” every 15 seconds or so so keep people happy. But during meetings MUTE ALL at the start and keep it that way. Only unmute people when they have permission to speak).
12) enable/TURN ON-- the WAITING ROOM feature. (YES it can be a bit of a pain but we are where we are right now and until Zoom fixes some other things, you really need to turn this ON. You’ll probably need co-hosts if your meeting is larger, you’ll need their help to keep an eye on this, but the Waiting Room feature helps you see who is trying to enter your meeting by placing them in a separate area at the top of your participants list. They will remain there and you can even send them messages until you let them into the main meeting. This added step prevents you from getting flooded with disruptive people because it gives you a pre-emptive chance to see who is trying to enter your meeting. It doesn’t stop everybody but it sure can slow them down!
13) Do NOT LET PEOPLE RENAME themselves! Use this combined with the waiting room feature to force people to name themselves before they log in at all. Then once you decide to let them into your meeting from the waiting room, keeping this feature OFF prevents them from renaming themselves later, Thus, they cannot rename themselves to something obnoxious.
This is done by the host and co-hosts from within the live meeting interface. Absolutely disable this setting if you’re going to allow participants to use chat functions, do not allow participants to change their own names ever and here is why: a bad actor can post something nasty in your chat and then quickly rename themselves. They actually have a hack tool that lets them do this. And to make things worse, Zoom is very poor on chat: a posted chat will retain the OLD name and will NOT update to their new name if they change it. So while you’re looking frantically for the old name that just posted whatever garbage they spewed, they will already be cloaked with a NEW name to prevent you from finding them and banning them. What a mess, Zoom, you really need to fix this! I have already suggested to Zoom, actually, that they also update the names in chat whenever a user changes their name. That would fix that problem, of course and make them earlier to find and ban. So please, be wary of this and don’t let people change their own name once inside the meeting. They can do it before they join already. 
Another reason to turn it off: a “trick” they will do is enter your meeting with a nice, friendly name to get past your waiting room. Then, after the meeting starts, they will change their name to outrageous things. So you see, it’s another potential avenue of attack. 
14) disable/TURN OFF-- PUBLIC CHAT during the meeting (control this inside the live meeting interface). Or set it to “HOSTS ONLY” but not to EVERYBODY
15) On the subject of LOCKING THE MEETING. I recommend that with these settings in place that you DO NOT have to do it if you have a co-host willing to watch the waiting room. You can let people arrive late but it is really up to the group conscience. If you want to lock out latecomers after the meeting starts anyway (say, for example, you want to use the waiting room but you don’t want to babysit it anymore once the meeting starts which is understandable), then by all means lock the meeting as you see fit. However, do know that if someone gets disconnected because their internet burps or whatnot and the meeting is locked, then they won’t be able to get back in. 
16) I recommend NOT requiring that a user register as a requirement to join your meeting unless you are deliberately keeping the meeting exclusive ONLY for non-security reasons. It is UNRELATED to prevent disruption. The other settings already take good care of that and requiring it does nothing to protect you. It just makes your users jump through unnecessary hoops if you're hosting a meeting that is meant to be public. The only reason to require registration is if you want to deliberately limit your meeting to a very specific group of people only and forever. Use this feature and you are no longer a public meeting; that is the tradeoff.
And that’s it for now! Have a great, fun and (now) MUCH SAFER meeting!
By following these settings, even that occasional disrupter that does get in won’t be able to do much. They won’t be able to unmute themselves, nor upload files, nor take over screen shares, nor can they send chats to everyone if you have it turned off. However, they still could, in theory, put something nasty up to their camera after they arrive. This is why I recommend very strongly that you use the waiting room for the entire meeting. This way, you (or a co-host if needed) can be assigned to take note of people joining, let them in, then hover on them in the participants window and choose the “spotlight” function. If they are doing something nasty, better that you see it before your users do. Then you can just kick them out and the crisis is averted. Do you see how the waiting room is super-useful? If you don’t use it, people can slip by and your users will see them before you do. Not good.
SOME MORE RESOURCES:
1)How to Keep Uninvited Guests Out of Your Zoom Event
2)How to prevent your Zoom meetings being Zoom-bombed (gate-crashed) by trolls
3)'Zoombombing': When Video Conferences Go Wrong
Oh, one more thing. It’s also true that nothing prevents people from raising their virtual hand and, once called upon, to start talking obscenely or put something disturbing on their camera. But even then it will be a very rare occurrence if it ever happens because almost all of these attackers don’t have the patience to wait in line like that. And besides, instead of being flooded, at least it’s now only one person who now would be very easy to handle and then not let back in for the rest of the meeting. 
I truly hope this guide helps you. That’s why I worked so hard on it. It’s already being battle tested with fantastic results for many others. The feedback I am receiving is nearly 100% positive, the rest are suggestions that are universally helpful so far. 
Oh and yes, I’d also LOVE to try to ATTEND your meeting LIVE! Just email me your meeting info and the date(s) and time(s) in the Pacific time zone if possible. If not, GMT is fine, too. 
AND FINALLY: YES I can be available for live Zoom conferences and chats if you would like to have a LIVE Q&A or training SESSION with me. Just email me and we’ll set one up. PLEASE ALSO SHARE THIS FAR AND WIDE. LET’S HELP KEEP PUBLIC MEETINGS OPEN, FREE AND SAFE FOR EVERYONE!
PLEASE GIVE THESE SUGGESTIONS A CHANCE BEFORE YOU LOCK INNOCENT PEOPLE OUT OF YOUR MEETING. THIS GUIDE WILL HELP AND IT DOES WORK SO PLEASE JUST TRY IT!
Thank you for letting me be of service!
Thom R.
Thomr021092@gmail.com

ADDENDUM: HERE IS HOW YOU (yes, you!) CAN HELP!
Here is a blurb that I made to help tell people about this guide on social media or whatever. If you can or would please share the below “info-ad” around  it would help other people find out about this even faster, I am sure.I am only one person doing the very best that I can to help. BUT: We are in a race here, trying to prevent otherwise public meetings from going dark or unlisted or behind a password--instead of just configuring themselves correctly in the first place. Once these meetings go dark, we can't reach them easily... and neither can newcomers. That's why I feel that this is important work. So, please copy the text that is below the dotted line below into your clipboard and PLEASE feel free to share it everywhere you feel would help this cause and encourage others to do the same. 
I can't do this alone. I need your help. The less time I have to spend promoting it, the more time I have to work ON it. So, I need you. Please, help me. This is a labor of love. I ask nothing for it.
Here it is: (Share what is below the line please)
---------------------------------------------------------------
 
The Zoom security guide by Thom R now has a permanent home and all new versions will be posted there. The guide will regularly be updated going forward at this same Google Docs URL. So please, bookmark it and share the link to ensure that everybody always has the latest version at their fingertips. This Zoom security guide WORKS!
 
 
https://docs.google.com/document/d/12AFTKiXTE2r0PZay047LwdKpRrykus8jEAKQ8DHlzrI/


